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ABSTRACT: In this article we are skdng that the selection get it without being disturbed by the bedbeftrafic. On the oth-
of QoS will become a ditult task for the user when he will be er hand, the low capacity consuming users would not be required
faced with diferent prices for dierent QoSs. Ean if the user is to pay more for their purposes.
only facing a best-effort service, he might be unable to determine Considering the situation from the ISPs’ perspectthe dif-
the cost minimal selection of bandwidth. This article will8ho o antiated service will soivthe problem of financing the erder
that the user needs support to get the best sergaedieg his  ant of their neterks and wercome the permanent shortage of
personal situation. The mechanisms we use for such a personglyork capacity. Currentlghe Internet service prision market
ized support tool (intelligent agent) are described in this article. 1,4 multiple independent service yiders (ISPs) and there is
addition to this, the concept of a QoS architecture focusing on thi rong competition for a magkwhich is only barely ggnented.
problem will be deeloped in order to skohaw the agent fits Into pyicing will open the possibilities for ISPs to findwnenarket
a QoS frameork. The contet where this imestigation tales  piches. |SPs will get mekinds of reenue streams by supplying
place is the INDEX project (INternet Demand EXperiment), @ needs of certain groups of customers, since each customer will
testbed for xamining the uses’' demand and willingness to pay choose an appropriate pricing model according to his personal sit-
for different qualities of service. uation. The imaginable price models may range from flat rate to
. per transmitted byte charges.
1 Introduction Although the question of QoS will be brought to the Inter-
Since the need for high-speed netits increased in the last de- net is not soled yet, the introduction of dérentiated traffic will
cade the cost for impving networks became a majoadtor. This  be the ngt step. Recent press announcements from Cisco confirm
is a change compared to the situation in earlier days, when nélis dewelopment [5][6]. The ne& software for their 7500 routers
work capacity was ailable from the wersupply of the telephone will be able to prioritize trdic into varying classes of service by
companies’ voice netarks. But, since applications require more application or customer and give preference to higher priority ap-
and more bandwidth, ISPs had tailt up their evn high-speed plications as multimedia applications.
networks and look for \ays of covering thexpenses [8]. But still
today the demand for higher bandwidth increasesefr than the
revenues of flat-rate pricing for eering the cost of upgrading the
network. Indications of this situation can be found in thesiev-

However, the introduction of different quality of service levels
(QoSL) and the introduction of pricing will malaccess to the In-
ternet more complicated for the usaithough seeral QoS ar-
._chitectures xst which shield the applications from the
8omple<ity of the underlying QoS ganization [3][4][9], the

possible solution to the problem. prices for certain service qualities has not been addressedyet. F
The deelopment in the Internet sived that the flat rate pric- example, the choice of a performance-optimal service quality at a
ing and the one \el of service quality arenan appropriate mod- price much too high for the user could result in the astissatis-
el arymore. While the bandwidth consumption of the applicationgaction. Since the user’satiséiction with the Internet is deter-
increases permanentihe cost for eending the high-speed net- mined by the most ffient use of the netwk for his special
works cannot be e@red by the neenues of flat rate pricing. purposes, it will become necessary for the user to be supported in
Therefore, the introduction of difrentiated services and pricing choosing the optimal services regarding his personal price prefer-
is the next step in the deelopment of the Internet. Implementing ences. Such support might come from a program running on the
this technologypeople can be chged according to their usage of user’s computerThe task of the program (which we will refer to
the netvork. In addition to this, both the consumers as well as thasUSP - User Support tool for selecting service-Pridersfis to
Internet Service Praders (ISPs) will @in an impreed averall  fulfill tw o requirements. On the one hand, such a tool must be able
value and more cost fedfient netvorks, respectely. From the  to analyze monitored triié caused by the userapplications in
consumes viewvpoint, the demand for dérentiated services is order to get information about the netk performance and the
obvious. Users have different requirements and needs for Internghds of application currently running [1][13]. On the other hand,
services which are reflected by the kinds of applicationsatee  the tool must be able to adjust the performance-optimal service
using. The ariety of applications range from just fetching elec-quality to the uses purposes, taking into account his price prefer-
tronic mail from a semr to high-quality multimedia applications ences. The price preferences of the user are mainly determined by
such as video conferencing. Since each of these applications tgs financial situation, the time of dagnd the importance of the
quires a diferent bandwidth and Vel of QoS, price dierentia-  task he has to perform.

tion would _help_ both Of these_user groups. On th_e one hand, if The architecture of the USP is dey#d in the INDEX project.
users require high-quality service for their applicatiory theuld The INDEX project, which stands for INternet Demand EXperi-
ment project [12], is a fieldxperiment for investigating people’s
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INDEX project, who got a installation of a dedicated ISDN linecombination of the basic quality metrics for the rerkayer:de-
between their homes and the Internet for freeelthe possibility lay, jitter, bandwidth andreliability. When we refer tdifferenti-
to choose between €lifrent options (i.e. as connection speeds) aated serviceswe are looking at the differentiation of one or more
different prices depending on the current experiment running. of these metrics [8]. Although these differentiated services define
In the nat section, we will gamine the problem of hothe  the so-calledjuality of service feels(QoSL), thy don't provide
user preferences can be integrated into a QoS network in orderdy guarantees. Therefore, a distinction has to be made between
optimize the uses’ cost-performance relation for her special net!1ré€ kinds of service qualitgffered QoSdelivered QoSandre-
work usage. After presenting a general QoS ogtwmodel and  duired QoSOffered service quality is the service the ISP feref
the INDEX netvork architecture, we will prode an atended N9 during the ngotiation phase of the admission testing.
QoS architecture which incorporates user specified preferenc&iglivered QoS is defined as the service actuallyeleid by the
The third section deals with the USP in more detail, with emphaslS™ during the data transmission. Both thferefd and the dek
on the architecture of the USP and the methods erthanalyze €red Q0S hee to meet the requirements of the required service
the monitored netork data. Finallywe will give an outlook on quality which is defined as the service required by the application

further research topics regarding the USP. to run smoothly.
2.2 Experiment environment: INDEX

The part of the general QoS nerk model we are going to
nsider more precisely is the relationship between the ISP and
the userln order to dier attractie quality-price combinations to
Sthe user in the future, ISPs need to understand the structure of user
2.1 QoS network model demand. This cor_npris_e_s the dem_and for se_rvice qual_ity as We_II as
the demand for simplicity of service selection. Such information
Beside the ditrent pricing models, the user wihde ISPs is collected at the INDEX project. The dataeaals information
which have specialized in niche markets. Therefore, the difficultgbout hav demand &ries with userxgerience, and whether users
for the user is deciding which of the ISPs ieohg the service he form discrete mart s@ments. In addition, information will be
needs. In addition to this, the user has te tzdre about minimiz- gathered about the correlation between user application and user
ing the mong he is going to spend for a service. Aample for demand. Generally, the objectives of the INDEX project are:

such a scenario is illustrated in Fig. 1. - to measure user demand for Internet access as a function of
QoS, pricing structure and application; and

2 User preferences and QoS networks

Before incorporating a component for user preferences intoéa0
QoS architecture we will describe a general QoS otwodel
which will have an impact on how to express user’s preference

LD ISP L i [ User's Host « to demonstrate an end-to-end system that provides access to
§°§§ — QoS System the diverse group of users at attractive price quality combi-
& e [ || G, nations.
0 LD ISP of ’ The INDEX architecture is skm in Fig.2. Each IP paek

sh2 [ user's choice usp sent by the usex’computer is encapsulated in a PPP frame by the
S| E—— Dursees e ISDN router When these paeks arrve via the PSTN at one of the
Qoste =4  dmission routers (Cisco 7507 and Cisco7513) they are tunneled to the Bill-

contel ing GateWayBGW). The BGW remues the PPP frame and anal-
Fig. 1: General QoS network model yses the IP paek for billing purposes. Afterards, the IP packet

is forwarded to the destination (e.g. to the Cisco 7200 rotner
The example in Figl shavs the useralocal ISRand twolong  gateway to the Internet).

distance ISP$LD ISP9. The task of the Local ISP is to pide
the user with a high-speed connection to his home. The user migh
pay a flat rate for this permanently installed line similar to the tele-
phone line today. Recent developments are showing that costs
such high-speed lines will decline further and further in-
stance, Cead Communication pkades residents with high-speed
network connections [7] at moderate prices. The D ISPs of UCB Campus
Fig. 1 which forward user’s paaks to their destinations might of- ©eco 72008 Internet
fer the same service at féifent prices. In this case, it is up to the _ _
user to choose one of them. The useriteria will be theailable Fig. 2: The INDEX architecture
bandwidth for the required service, the satitbn of the user
with the quality of service defered by the LD ISP in the past, and
her price preferences. Choosing a consumption-based prici
model, she is chged rgarding the requested service (goed
that the admission control had permitted access). This scena
demonstrates that it is quite complicated for a useeép krack
of all the facts and to choose the best-fitting service for his purpo
if he is not an expert.

A session at the usertomputer starts with the identification of
userOnce this is done, the user can select ot\services

m a menu of service-pricefefings according to his needs and
Hgmands. The behiar of the user (i.e. her choices, the initiated
communications, her complaints) is monitored byedént tools.
SEhe Network Measwement and Analysis SystéMMAS stores
all IP paclets of the last 5 minutes. In case the user complaints
) ) ) ) about bad service, the data will be written to a file@dikline

In order to clarify some possible ambiguous meanings OAnalysis The Supervisorprocess gthers data about the user’



cumulated data about eachviladhe BGW also stores data about of the QoS managementheQoS degradation componessues
each flow on a per minute basis. a QoS indication to the USP if the QoS cannot be maintained an
The data collected within the INDEX project comprise detailed"©"®- Thatis the arst case. In order twen recognize slightari-
characteristic of each fig as the number of paets and bytes &uons of QoS, the dérence between the required QoS and the
transmitted, source and destination addressesve fturation of ~ délivered QoS is measured by @S monitoring component

flows, user requested QoS, and type of connection suelnag | NeSe mechanisms are helpful taleate the price-service com-
e-mail or ftp. Besidestracerouteis executed every time the user Pination delvered by the ISPBeside that, the USP has to check

establishes a fio to a nev IP address. Therefore, we can deter-PY communicating with thadmission testing componeand the
mine the number of hops to the destination host, the number of Agsource rese(vatlon componewhether the system and the net-
involved, the number of hops per AS, and whether and where Tk can provide the required QoS.

usual behaior occurred asdilures and loops in routes. All these

data are used for analyzing the network situation. 3 mte“lgent user agent as USP
. . In order to achiee user support, the USP must be able to act
2.3 USP incorporated QoS architecture exactly according to the userheeds and preferences. An appro-

In spite of thedct that the so callazbst of servicéi.e. the price ~ Priate tool is an intelligent agent which models the sdezhavi-
the user is willing to pay for a certain QoSdb is an important ~ Or. The user will benefit from such an |_nteII|gent agent since he
aspect of QoS specification, the QoS architectures proposed in i@l be relieved from the task of monitoring how much money he
literature [4] dort pay attention to it in an appropriatayv Since IS spending for each flohe has initiated. The intelligent agent
the user is concerned aboutthmuch mong he is going to spend Will negotiate prices with the agents of the Internet serviceigro

on a service, this item has to bedmalinto account when designing €rs and it will maximize the usersatishction by customizing the
a QoS architecture. service quality to the user’s price preferences.

_ After we demonstrated the need for a tool to support the user#1 1 Structure of the USP agent
his decisions with igard to his preferences, the questiowlsach
atool fits into a general QoS architecture has to bedokor this The intelligent user agents consists of six parts (seedfig.
purpose, we took the framverk described by Aurrecoechea, One of these is thdser Interfacevhich allovs the user to interact
Campbell, and Hauw in [4] and refined the architecture for intewith the agent. Wo of the four panels of the intade reflect the
grating the USPSince the USP analyzes the QoS requirements afsers usage and billing status. Thalues are calculated by the
the application and the user (i.e. the QoS specification), it is paBilling Information Moduleand theUsage Information Module
of themappingcomponent of the QoS architecture (see Bigin  respectivelyThe third panel represents the use@rice preferenc-
addition to this, the USP has to perform three tasks: monitorings which can be changed any time. The user can give feedback to
the user’s preferences, evaluating received services, and negotiie QoS-price choices made by the agent, which wii liirect
ing prices for a service with digrent ISPs. User preferences areimpact on the selection of the QoS-price combination and will be
determined by the price the user is willing to incur fonallef  taken into account by the agent for future decisions. This informa-
service depending on, for instance, the time of theytask he has tion is processed by théser Preference Modul@eside that, the
to complete, and his financial situation. Thieleation of receied  user has the occasion to complain about poor service according to
services helps to assess ISPs and will influence the choice of a das- subjectie opinion on the fourth panel of thiser Interface
vice net time. The ngotiation of prices mainly comprises the re- TheUser Complaint Modulés responsible for processing this da-
quest for prices of services. But, it is imaginable teehmore ta. The data entered via tbiser Interfaceds postprocessed by the

complicated methods of negotiating prices as auctions [2]. Analysis Modulgethe central module of the agent, in order to com-
pare receigd service quality with the required QoS andvalie
User (USP Interface? Application ate services. 6t this purpose thénalysis Modulealso inquire
User dependent QoS Specificatiph QoS Specification data from @&atabaseabout preious netwerk situations and about
postof service Sy onization & performar) the usess preferences via the database iaeef TheAnalysis

Module receves data from th€ommunication Moduland the

four QoS interhice modules as well. Thegent Communication
Moduleis an interdce to the agents of nedvk providers in order

to get information about QoS-price combinations and to select the
best QoS-price combination for the required QoS. The four inter-
face modulesQoS Admission/Availability Interfac®oS Degra-
dation Interface QoS Monitoring Interface and QoS
Specification Interfageconnect to the corresponding components
of the QoS architecture (see Fig. 3).

QoS Architecture

QoS Control
QoS Managemen

QoS Provision
mapping of QoS Specification\
USP

stores user preferences (user profile)
analyses QoS specification

negotiate prices for a service with ISPs
evaluates price-service combinations

admission testing resource reservatio

Network Interface

Fig. 3: USP integrated into a QoS architecture on the End-Syst Q08 Specificatio Agent Communicatiof PG information| ! User Interface

billing inf i
. . . . QoS Monitoring |-~ Usage Informatior] .| uls:ggellr;grmm:g;
Fig. 3 also shws the interaction of the USP with the rest of the|!nterface T analysis Module [+ podule e preferences
QoS components. As already indicated in theiptes paragraph, —[QoS Degradatota—7] [Ta] User Preference |y | price selection
i i i i —’/Ir;t:rface to Databasg ‘/‘ \ — user feedback

the USP gets th_e QoS requirements directly from the appllcatlorlgoiS Admiasion || Interface to Databa: Tser Complaint usor complaints

and has a user interface which allows the user to give feedback!ftgrace about user preferences Module

the USP on its decisions. But, in order to get information about the

current situation the USP communicates withesal components Fig. 4: Structure of the intelligent user agent



3.2 USP analysis Module 4 Conclusions

TheAnalysis Modulés the main module of the intelligent user Since the prob|em of loto deal with real mor}dn a QoS sys-
agent. This module has to process three kinds of data in a certgéim has not been addressed in literature yet, weeshthat the
order which is depicted in Fi§. The first type of data is generat- yser will face an too complicated situation when he is forced to
ed by theQoS Specification Interfageodule, which in turn gets manage dfrent prices for dferent services. As a solution we
the information from the corresponding QoS component. The segroposed dJser Support tool for selecting service-Pricéecs
ond type of data describes the current oekwsituation. The (USP), and eplained ha it is incorporated into a general QoS ar-
Analysis Module obtains this data from tBatabase the QoS  chitecture. The mechanisms of the USP are based on the concept
Admission/Availability Interfacehe QoS Degradation Interface  of intelligent agents. In addition to this, we described the detailed
and theQoS Monitoring InterfaceThe latter three modules estab- structure of the intelligent user agent as well as the mechanisms
lish a connection with the corresponding QoS components meQised by the main module of the agent to support the user.

tioned in the QoS architecture. The third data type reflects the . .
users preferences. This information is either already stored in the Our future vork will be the refinement of the methods of the

; ; ; ; elligent user intedce as well as the application of the USP in a
gast:rblﬁgrgcés generated by the user when interacting with trﬁc—gxal field eperiment of the INDEX (INternet Demand EXperi-

) - o _ ) ment) project. In particulawe are going to irestigate hav the
The predictability of the agestdecisions is an important re- yser interfice has to be refined in order to increase the simplicity
quirement, i.e. the agesttiecision must be comprehensible by thepf such a tool. It will be particularly interesting to see, which user

user ag time. The decision-making process of the agent proceedgoup will use such a tool more than others.

as followvs (see Figh). First, the applications’ QoS requirements

as well as the QoS management policies of the applications are &- References

alyzed and mapped into the netlk layer QoS parameters. The
result is a range of bandwidth of a certain QoSL for each applicél
tion (see light gray area in a. of Fi§). These QoS requirements
are compared with the ranges of QoSL bandwidtfesed by dif-
ferent ISPs. Furthermore, the QoS requirements are compal
with the QoS netark situation, i.e. h@ was the service of this
ISP in the past and twowas the performance of the entire nestikv
path in the past (see gray area in b. of Fig. 5). For example, given
the situation that we ant to bravse a WWWpage at a certain site 3
and we already kothat the connectionas slov (8kbps) the last [3]
three times, then it @n't be sensible toly a bandwidth bigger
than 8kbps this time. The results of the comparison are the band-
width ranges maed as dark gray area in c) of Fig.Finally  [4]
these bandwidth ranges are compared with the QoSL bandwidth
the user is willing to pay for according to his preferences (eaark
as black rectangles in c. of Fig. 5).

c) User’s price
preferences
Available Bandwidth
L

a) QoS required
by applications
Available Bandwidth
L

b) QoS offered by ISP
Available Bandwidth [6]
QoSL] QoS
QoSL.
0SL.
QoSL.
QosL!

depends on resource availability: depends on user: X
QoS availability/admission, and  demographic data, experience of
database about network situation user, and day time of Internet usage

Agent
chooses
QoS

QosL]
QoSL.:

QoSL4
QoSL5

depends on type of application:
QoS specification

(7]

QosL{

(8]

In detail, the method for modeling the user’s price preferences
is based on statistical models and decision-making methods of t
Al (e.g. learning decision trees). The modeling process starts wi
modeling the user’s experience about computer networks. The re-

Fig. 5: Decision-making process of USP agent
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